
/ISOWELA 
~ TECHNICAL COMMUNITY COLLEGE 

www.sowela.edu 

TITLE: Email -Administrative Usage Policy 

EFFECTIVE: January 13, 2016 
LAST REVISION: Policy No: 7.014.1 

Introduction 

SOWELA Technical Community College (SOWELA) provides email communication to all employees via a locally 
managed Email system. This policy addresses the requirement, access, archiving, and other parameters of the email 
system. This policy covers all email addresses issued with the@sowela.edu domain. This includes any person acting 
in an official capacity with the college whether or not the individual is employed in a paid position. 

Policy Statement 

SOWELA email is provided for the facilitation of business critical to the functional units of the college. All persons 
using the email system shall adhere to the following statements. 

I. Email exists for the purpose ofconducting business. 
2. Official College email will be used to conduct official college business. 
3. Email users have no reasonable expectation of privacy. 

a. Email messages created and transmitted via SOWELA's email system are the property ofSOWELA. 
b. SOWELA reserves the right to monitor all email transmitted via SOWELA's email system. 
c. Email users have no reasonable expectation ofprivacy when it comes to business and personal use of 

SOWELA's email system. 
4. SOWELA maintains the right to monitor, inspect, copy, review, and store email. 

a. SOWELA at any time and without notice will monitor, inspect, copy, review, and store any email and 
all files, infonnation, software and other content created, sent, received, downloaded, uploaded, 
accessed, or stored in connection with employee usage. 

b. SOWELA reserves the right to disclose email text and images to regulators, the courts, law 
enforcement, and other third parties without the employee's consent. 

c. All incoming/outgoing email is stored on the system Archiver according to Retention Policy - HR 
6.015. 

d. All outgoing email is scanned for sensitive data such as social security numbers and will be blocked 
for delivery. Sensitive data is be encrypted using approved encryption software. 

5. Offensive content and harassing or discriminatory activities. 
a. Email users are prohibited from using email to engage in activities or transmit content that is 

harassing, discriminatory, menacing, threatening, obscene, defamatory, or in any way objectionable 
or offensive. 

6. Email users are prohibited from using email to: 
a. Send, receive, solicit, print, copy, or reply to text or images that disparage others based on any 

recognized discriminatory category. 
b. Send, receive, solicit, print, copy, or reply to text or images that spread gossip, rumors, or innuendos 

about others. 
c. Send, receive, solicit, print, copy, or reply lo text or images that are intended to alann others, 

negatively impact employee productivity or morale, or embarrass SOWELA. 
d. Send electronic messages under another employee's name without authorization. 
e. Send, reply, or forward electronic chain-email messages. 
f. Sign up for non-business related RSS feeds, news articles, daily emails, or any other bulk email 

processing. 
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7. Business Record Retention.' 
Electronic Mail (e-mail) is not a record series for retention scheduling purposes. Rather, the retention ofe
mail must be based on content, not on media type, artificial duration (i.e. 90 days) or on storage limitations. 
E-mail should be retained for the same duration as other records ofsimilar content included in a given record 
series on an approved retention schedule. Ifa record series cannot be identified under which to store an email 
communication, a record series should be developed and included on the institution's approved retention 
schedule. Until the series is scheduled the email should be maintained for at least three years. There are two 
broad categories ofemail: record and non-record, based on their administrative and retention requirements. 

a. Types and Treatment ofElectronic Email Records: 
Non-Record {Transitory): 

Transitory electronic mail records are records that have limited or no administrative 
value to the agency and are not essential to the fulfillment of statutory obligations or 
to the documentation ofagency functions. 

Examples: Unsolicited and junk e-mails not related to a college's work, Listserv and 
other e-mail broadcast lists that require subscription (including newspapers), 
reminders for meetings and events (i.e. cake in the conference room, staffmeeting 
moved from 2 p.m. to 3 p.m.), or personal non-work related e-mails received by 
employees. 

Non-Record Email Retention Requirements: There is no retention requirement for 
transitory messages. Employees receiving such communications may delete them 
immediately without obtaining approval. 

Record: 

Electronic mail records are records that have administrative value to the agency or 
are required to be maintained under state or federal law for a specified amount of 
time. 

Email Record Retention Requirement: The retention requirement for e-mail records 
must follow suit with records ofsimilar content. In the event that the content ofthe 
message does not fit into an existing record series on an approved retention schedule, 
the e-mail content should be maintained as described in section 7 and should be 
added to the agency's approved retention schedule if the series is expected to remain 
active. 

b. Maintenance of Electronic Email. 
Records created using the SOWELA email system will be saved for their approved retention period 
by maintaining a copy ofall email to an automated records management software appliance (an 
archiver). 
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